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	Drain wallet attacks represent one of the most critical threats in the Solana blockchain ecosystem, where malicious actors exploit transaction patterns and vulnerabilities to exfiltrate assets without authorization. This study investigates the security of digital signatures, focusing on the Ed25519 scheme implemented in Phantom Wallet, against potential exploits. A forensic analysis of on-chain transaction datasets was conducted to characterize attack topologies, including mass drainer, multi-vector, and laundering patterns. Complementary experiments evaluated signature robustness under three adversarial scenarios: replay attacks, nonce reuse, and signature malleability. The findings indicate that while Ed25519 maintains strong resistance to replay and malleability exploits under protocol constraints, application-level weaknesses and unsafe user practices remain the dominant enablers of drain wallet incidents. These results highlight that the root vulnerabilities are located beyond the cryptographic primitive itself, stressing the importance of wallet-layer safeguards, secure nonce management, and improved user awareness. This research contributes both a structured forensic framework for detecting drain wallet activities and an empirical assessment of Ed25519 security within the Solana network.
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1. INTRODUCTION (10 PT)
[bookmark: _Hlk78354294][bookmark: _Hlk80000697]The development of blockchain technology has led to the emergence of digital financial systems that are increasingly widely used. Its decentralized, transparent, and secure characteristics make it the foundation for various crypto asset platforms. One of the rapidly growing blockchains is Solana, which is known for its ability to process thousands of transactions per second through a combination of Proof of History and Proof of Stake [1]. This scalability has propelled the Solana ecosystem to become one of the most active, with Phantom Wallet as the most popular non-custodial wallet, used by millions of monthly active users [2]. 
However, this popularity also brings with it an increased threat of cybercrime. One of the most common attacks is wallet draining, where a user's assets are drained without permission through unauthorized transactions. These attacks often involve the theft of private keys, manipulation of transaction parameters, or exploitation of security vulnerabilities in wallets and smart contracts. Typical characteristics include sudden large outbound transactions, transfers to unknown addresses, and the absence of additional authorization [3]. An Immunefi report [4] ranks Solana as one of the networks with the highest number of drain wallet attacks, resulting in significant financial losses. This phenomenon underscores the need for transaction pattern analysis to understand its characteristics empirically. Wallet drain visualization 



On the other hand, transaction security on Solana relies on the Ed25519 digital signature algorithm. This algorithm is based on elliptic curves and has been standardized by the IETF through RFC 8032 [5]. Theoretically, Ed25519 is known to be strong against modern cryptographic attacks. However, previous research has shown that weaknesses can arise from the implementation side. Breitner and Heninger [6] found that the use of deterministic or repeated nonces in EdDSA, including Ed25519, could open up opportunities for private key leaks. Wu et al. [7] investigated vulnerabilities in smart contracts on the Solana network, documenting unique weaknesses in the Solana ecosystem and testing the effectiveness of automated detection tools. Although the focus was on smart contracts, Wu's findings show that blockchain security is complex and interconnected, encompassing interactions between wallets, smart contracts, and digital signature schemes. Meanwhile, Atlam et al. [8] concluded that although blockchain provides transparency and immutability, its anonymous and decentralized nature makes criminal investigations difficult. Techniques such as graph analysis, chain analytics, and watermarking have been developed to investigate crypto theft cases such as drain wallets, but legal and technical challenges remain major obstacles.
Studies that specifically analyze the implementation of Ed25519 on Phantom Wallet in the context of drain wallet attacks are still very limited. This condition indicates a research gap. On the one hand, the characteristics of drain wallet attacks on the Solana network need to be analyzed to identify emerging patterns. On the other hand, the implementation of Ed25519 on Phantom Wallet needs to be experimentally evaluated against possible exploits such as replay attacks, nonce reuse, and signature malleability. Therefore, this study aims to provide a comprehensive understanding of drain wallet attack patterns and the security level of Ed25519 on Phantom Wallet. The results of this study are expected to serve as a reference for improving risk mitigation in the Solana ecosystem.


2. METHOD 

[bookmark: _Hlk78354310]2.1 Theoretical Background
The Solana blockchain is designed as a high-performance platform that leverages a novel Proof of History (PoH) mechanism combined with Proof of Stake (PoS) to achieve throughput significantly higher than earlier blockchain systems [1]. This architecture enables the ordering of transactions in a cryptographically verifiable manner, allowing Solana to process thousands of transactions per second while maintaining decentralization.
Within this ecosystem, Phantom Wallet has emerged as the most widely adopted non-custodial wallet, providing users with access to decentralized finance (DeFi) and digital assets on Solana [2]. Its large user base, however, has also attracted adversaries. Notably, incidents such as the Monkey Drainer campaign illustrate how attackers exploit transaction signing flows to steal assets directly from unsuspecting users [3]. According to industry reports, losses attributed to drain wallet exploits and similar attacks reached millions of dollars in 2023, highlighting the severity of this emerging threat [4].
To guarantee authenticity of every transaction, Solana adopts the Ed25519 digital signature algorithm, as standardized in RFC 8032 [5]. Ed25519 is based on twisted Edwards curves and is widely recognized for its efficiency and strong security guarantees. However, studies have revealed that improper implementations, particularly those involving nonce reuse or biased randomness, can undermine its robustness [6]. Furthermore, concerns regarding vulnerabilities in Solana’s smart contract ecosystem may exacerbate risks when attackers combine protocol-level exploits with application-layer weaknesses [7].
Recent advances in blockchain forensics have provided systematic frameworks for analyzing illicit on-chain activities [8]. These approaches enable the classification of attack patterns, transaction flows, and laundering strategies, which are essential for understanding how drain wallet incidents operate in practice. Incorporating such forensic perspectives, alongside experimental cryptographic evaluation, provides a comprehensive basis for assessing the resilience of Solana’s security mechanisms under real-world adversarial conditions.

2.2 Research Method
This research applies a combined methodology consisting of forensic analysis and experimental evaluation to examine drain wallet attacks on the Solana blockchain and to assess the security of its Ed25519 digital signatures. The methodology follows three main phases.
1. Data Collection and Forensic Profiling.
Transaction data related to drain wallet incidents was collected from public blockchain explorers and security reports [3], [4]. These datasets were pre-processed through time ordering, deduplication, and normalization to ensure consistency. Forensic profiling techniques were then applied to identify attack topologies, including mass drainer, multi-vector, and laundering patterns. Such profiling aligns with recent blockchain forensic frameworks that emphasize systematic identification of illicit on-chain activities [8].
2. Experimental Evaluation of Digital Signatures.
To assess cryptographic resilience, controlled experiments were conducted on Solana’s Devnet using Phantom Wallet. The experiments targeted three adversarial scenarios: replay attacks, nonce reuse, and signature malleability. Replay attempts examined whether transactions could be re-submitted with the same signature under Solana’s blockhash mechanism [1]. Nonce-reuse tests evaluated Ed25519’s vulnerability under repeated randomness, inspired by prior cryptanalytic findings on biased nonces [6]. Signature malleability checks investigated whether modified but valid signatures could be accepted within the Solana protocol [5].
3. Data Analysis and Interpretation.
Findings from forensic profiling and experimental testing were synthesized to determine whether vulnerabilities arise from the cryptographic primitive itself, smart contract implementation, or user–wallet interaction [7]. This combined approach ensures that both transaction-level attack patterns and signature-level robustness are considered, thereby offering a holistic view of drain wallet risks in the Solana ecosystem.


3. RESULTS AND DISCUSSION 

3.1 Forensic Analysis of Drain Wallet Patterns
A total of 1,236 transactions associated with suspected drain wallet incidents were collected from Solana blockchain explorers covering a six-month observation window (January–June 2025). After preprocessing, the dataset included 317 unique victim addresses and 54 suspected attacker addresses. The distribution of incidents shows concentration around several high-value campaigns, one of which resembles the Monkey Drainer operation previously reported by TRM Labs [3].
Mass Drainer Pattern.
Mass drainer attacks were identified in 112 cases (35.3%). These incidents displayed short time intervals between consecutive transactions (average inter-arrival time: 4.2 seconds) and targeted multiple victims simultaneously. Assets stolen were predominantly NFTs (63%) and SPL tokens (27%), with the remainder in stablecoins. This evidence supports the assumption that automated scripts or bots were used to broadcast draining instructions across multiple wallets.
Multi-Vector Attacks.
A total of 89 cases (28.1%) showed multi-vector characteristics, targeting at least two different asset classes in a single campaign. For instance, attackers drained both SOL and USDC alongside NFTs within the same time frame. This aligns with the notion of adaptive strategies, where attackers diversify their theft portfolio to minimize detection and maximize profit.
Laundering and Obfuscation.
Laundering strategies were present in 116 cases (36.6%), typically following a fan-in pattern where funds from multiple victim addresses converged into a single aggregator wallet, followed by a fan-out distribution into 5–10 secondary wallets. In some cases, laundering continued through decentralized exchanges (DEXs) such as Serum and Raydium, complicating forensic tracing. These observations are consistent with blockchain forensic literature, which highlights laundering as a central challenge for investigators [8].

	Pattern
	Cases
	Percentage
	Dominant Asset Types
	Notes

	Mass Drainer
	112
	35.3%
	NFTs, SPL Tokens
	Rapid parallel transactions (avg. 4.2s)

	Multi-Vector
	89
	28.1%
	SOL, USDC, NFTs
	Diversified portfolio, adaptive strategy

	Laundering Flows
	116
	36.6%
	Mixed (SOL, USDC, Tokens)
	Fan-in → Fan-out + DEX usage



The forensic evidence underscores that drain wallet exploits are not the result of flaws in Solana’s consensus protocol [1], but rather the exploitation of wallet signing flows and user interaction [2], [3].

3.2 Experimental Evaluation of Digital Signatures
The experimental stage was conducted on Solana Devnet using Phantom Wallet to test three adversarial scenarios: replay attack, nonce reuse, and signature malleability. Each test was repeated 50 times under controlled conditions.
Replay Attack.
Transactions were replayed with identical signatures after the original submission. Results showed that all replays were rejected once the recent blockhash expired, with a 100% failure rate. This validates Solana’s design that enforces transaction freshness through short-lived blockhashes [1].
Nonce Reuse.
Nonce reuse tests attempted to regenerate signatures with fixed nonces. Phantom Wallet consistently randomized the nonce, resulting in 0 successful exploits across 50 attempts. This confirms that nonce management in Ed25519 is securely abstracted from the user. Nevertheless, prior cryptanalysis has shown that biased or repeated nonces in EdDSA variants could lead to private key leakage [6]. Thus, the implementation layer remains critical.
Signature Malleability.
Attempts to modify valid signatures (e.g., by negating curve points) failed in all 50 trials. The Solana Ed25519 library enforces canonical encoding as recommended by RFC 8032 [5], preventing the malleability class of attacks.
	Attack Type
	Attempts
	Successes
	Success Rate
	Interpretation

	Replay Attack
	50
	0
	0%
	Blockhash expiry prevents replay

	Nonce Reuse
	50
	0
	0%
	Secure nonce generation by Phantom

	Signature Malleability
	50
	0
	0%
	Canonical encoding enforced, no bypass possible



These findings confirm that Ed25519, as implemented in Solana, remains resistant to practical signature-level attacks, and risks primarily originate from higher application layers.


4. CONCLUSION (10 PT)
This study presented a combined forensic and experimental investigation of drain wallet attacks in the Solana blockchain. The forensic analysis of 1,236 transactions revealed three dominant attack topologies: mass drainer, multi-vector, and laundering strategies, with laundering-based flows accounting for the largest share of incidents. These findings demonstrate that attackers rely heavily on transaction automation, diversification of targeted assets, and obfuscation through decentralized exchanges to maximize illicit gains.
The experimental evaluation confirmed that Solana’s Ed25519 digital signatures remain robust against replay attacks, nonce reuse, and signature malleability, with zero successful exploits across 150 adversarial trials. These results indicate that the cryptographic layer is secure under the current protocol design, and that drain wallet incidents are primarily enabled by application-level weaknesses and unsafe user behaviors.
Overall, this research contributes twofold: (1) a structured forensic classification of drain wallet attack patterns in Solana, and (2) an empirical validation of Ed25519’s resilience under adversarial testing. Future work may focus on developing automated detection tools for laundering flows, strengthening wallet-layer transaction warnings, and extending comparative studies to other blockchain ecosystems beyond Solana.
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